
Privacy Notice
This Privacy Notice explains how OceanMed Ltd. (“OceanMed,” “we,” “us,” or “our”) collects, 
uses, discloses, and protects personal data in the course of providing our healthcare and 
related services in the Cayman Islands, and operating our websites, patient portals, and digital 
services at www.oceanmed.ky. Please read this Privacy Notice carefully as it contains important 
information.

We process personal data as a “data controller” under the Cayman Islands Data Protection Act 
(2021 Revision) and the Data Protection Regulations, 2018 (together, the “DPA”). By “personal 
data,” we mean any information relating to a living individual who can be identified. This 
includes “sensitive personal data,” such as information about your physical or mental health or 
condition, medical records, and other categories defined in the DPA.

If you have any questions about this Notice or our data practices, please contact us using the 
details in the “How to contact us” section below.

Scope

This Notice applies to:
• Patients, prospective patients, and their caregivers;

• Website and portal users;

• Individuals who contact us, visit our facilities, or participate in our programs and events;

• Insurance policyholders, guarantors, and payors where applicable;

• Vendors and professional contacts;

• Employees; and

• Job applicants.

Third-party websites and services linked from our website are governed by their own privacy 
notices. 

What personal data we collect

We collect personal data directly from you, from those involved in your care, from referring 
clinicians, laboratories and imaging facilities, insurers and payors, and from other third parties 
as permitted by law. 

The categories of personal data we may collect include:
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• Identification and contact data: name, date of birth, unique identifiers, postal address, email 
address, phone numbers, emergency contact details, and government-issued identifiers 
where required by law (e.g., for insurance claims or identity verification).

• Appointment, account, and communications data: appointment history, registration data, 
portal credentials, preferences, inquiries, feedback, and records of communications with 
OceanMed. 

• Financial and insurance data: insurance provider and policy details, authorisations, 
guarantor information, billing and payment information including credit and debit card 
information, and claims data. 

• Medical and health data (sensitive personal data): medical history and records, test results, 
clinical notes, referral information, presenting complaints, diagnoses, allergies, medications, 
laboratory and imaging results, care plans, treatment records, obstetric and gynaecological 
information, reproductive health information, and any other medical data necessary to 
provide care, support continuity of care, and manage quality and safety.

• Technical and usage data: IP address, device identifiers, browser type, pages visited, portal 
usage logs, and similar analytics data, including via cookies and similar technologies where 
applicable. 

• Safety and facility data: visitor logs and CCTV imagery captured in public and administrative 
areas of our premises for security, safety, fraud prevention, and incident management 
purposes, where used and permitted by law. 

We limit collection to what is relevant and necessary for our purposes. 

How we use your personal data

We process personal data for the following purposes:
• Provision of healthcare: delivering clinical care and related services; triage; booking 

appointments; verifying identity; maintaining medical records; coordinating care with other 
healthcare professionals; obtaining and recording informed consent; and assuring quality 
and safety. 

• Diagnostics and referrals: arranging laboratory, imaging and prescription services; receiving 
and sharing reports and results with you and your clinicians; and managing specialist 
referrals and continuity of care. 

• Patient communications: scheduling, reminders, instructions, results notifications (as 
appropriate), responding to inquiries and complaints, and providing patient education. 

• Insurance, billing, and administration: eligibility checks; prior authorisations; claims 
submission; payment processing; and reconciliation with insurers and payors. 



• Legal and regulatory obligations: complying with the DPA and other applicable laws; 
safeguarding obligations; reportable conditions; audit; clinical governance; health and 
safety; record-keeping; and responding to lawful requests by authorities. 

• Service operation and improvement: operating our websites, portals, and digital services; 
information security and fraud prevention; performance monitoring; quality assurance; 
patient experience initiatives; and anonymised or aggregated analytics. 

• Marketing and events: with your consent, sending information about OceanMed services, 
programs, or events; and managing opt-ins and preferences. 

• Recruitment: processing job applications and verifying credentials. 

We may anonymise or aggregate data so that it no longer identifies you; such data is not 
personal data and may be used for lawful purposes (for example, service analytics and 
reporting).

Our legal bases for processing

Under the DPA, we rely on one or more of the following lawful conditions to process personal 
data:
• Contract: to enter into and perform our contract with you for healthcare or related services, 

including appointment scheduling and patient portal access. 

• Legal obligation: to satisfy our legal, regulatory, tax, accounting, reporting, clinical 
governance, and health and safety obligations. 

• Vital interests: to protect your life or the life of another person, for example in medical 
emergencies. 

• Public functions: to the extent applicable under Cayman law. 

• Legitimate interests: to operate and improve our services, protect our systems and 
premises, prevent fraud and abuse, and ensure continuity of care, where these interests are 
not overridden by your rights.

• Consent: for specific activities that require consent under the DPA, such as certain 
marketing communications and, in some cases, certain disclosures or uses not covered by 
another legal basis.

For sensitive personal data (including medical and health data), we rely on additional DPA 
conditions, such as:
• Medical purposes: processing necessary for medical purposes and carried out by a health 

professional or a person who owes an equivalent duty of confidentiality.



• Legal proceedings and advice: establishing, exercising or defending legal rights or obtaining 
legal advice.

• Vital interests: where consent cannot be given, or is unreasonably withheld, and processing 
is necessary to protect vital interests.

• Public functions: administration of justice or the exercise of a function conferred by law.

• Explicit consent: where required and appropriate, in circumstances permitted by law.

Accuracy of information

We make every effort and take all reasonable steps to ensure that the date we process is 
accurate and up to date. However, it is your responsibility to advise OceanMed of any changes 
to your information. 

How we share personal data

We share personal data only as permitted by the DPA and subject to appropriate safeguards:
• Care team and providers: other OceanMed clinicians and staff involved in your care; 

referring physicians; external specialists; laboratories; imaging facilities; pharmacies; 
hospitals; and other providers to whom you are referred or from whom we receive referrals 
or results.

• Insurers and payors: insurance companies, third-party administrators, guarantors, and 
payment processors for eligibility, authorisations, claims, billing, and reimbursement.

• Service providers: trusted vendors that process data on our behalf, such as IT hosting and 
support, billing support, patient management systems, secure messaging, document 
management and storage, communications platforms, and professional advisors. These 
providers are bound by contractual obligations and may only process personal data under 
our instructions. 

• Legal and regulatory disclosures: the Office of the Ombudsman (as supervisory authority), 
health authorities, law enforcement, courts, and other authorities where required by law or 
necessary to exercise or defend legal rights. 

• Business continuity and risk management: auditors, legal counsel, and insurers as 
necessary.

• With your consent: where you have requested or agreed to a specific disclosure (for 
example, to family or caregivers) and such disclosure is appropriate under law.

We do not sell personal data.



International transfers

We may transfer personal data outside the Cayman Islands, or permit access to it from outside 
the Cayman Islands, where permitted under the DPA. International transfers may occur where 
necessary for clinical, administrative, billing, information technology, or operational purposes, 
including where we use service providers or systems located outside the Cayman Islands.

Where personal data is accessed or processed in jurisdictions that do not provide an adequate 
level of protection under the DPA, we implement appropriate safeguards to protect personal 
data. These safeguards may include contractual protections, confidentiality obligations, 
restrictions on onward disclosure, and access controls designed to ensure personal data is 
handled in accordance with the DPA. In certain situations, we may rely on your consent or other 
DPA exceptions (such as vital interests, legal claims, or performance of a contract). These 
exceptions are used only where appropriate and are not relied upon where reasonable 
safeguards can be applied. 

You may request further information about international transfers relevant to your care or use of 
our services by contacting us using the details set out below.

Security

We implement appropriate technical and organisational measures designed to protect personal 
data against unauthorised or unlawful processing and against accidental loss, destruction, or 
damage, taking into account the risks and the nature of the data processed. Measures may 
include, where appropriate, access controls on a need‑to‑know basis, encryption and 
pseudonymisation where appropriate, secure hosting, network security, vulnerability 
management, multi-factor authentication for administrative access, audit logging, staff training, 
confidentiality obligations, and backup and recovery procedures.

Data retention

We retain personal data only for as long as necessary for the purposes for which it was 
collected and to meet our legal, regulatory, clinical, and operational requirements, including 
applicable medical record retention requirements. When personal data is no longer needed, we 
will securely delete or anonymise it.

Your rights

Subject to conditions and exemptions under the DPA, you have the following rights in relation to 
your personal data:



1. Right to be informed and right of access: to know whether we process your personal data 
and to receive a description of the data and the purposes for processing, including a copy of 
your personal data.

2. Right to rectification: to request correction of inaccurate personal data.

3. Right to stop or restrict processing: to request that we cease or not begin processing your 
personal data generally, for a specified purpose, or in a specified manner, subject to lawful 
grounds for continuing processing.

4. Right to stop direct marketing: to require us to cease processing your personal data for 
direct marketing at any time. 

5. Rights in relation to automated decision-making: to request that no significant decision about 
you is based solely on automated processing and, where applicable, to request 
reconsideration. 

6. Right to complain and seek compensation: to make a complaint to the Office of the 
Ombudsman and to seek compensation through the courts for damage suffered by reason 
of a contravention of the DPA. 

7. Right to have your information kept safe and secure: OceanMed takes all reasonable steps 
to secure personal data from unauthorised or unlawful processing.

We will respond to written requests within the timeframes required by law. We may request 
additional information to confirm your identity. Where permitted, we may charge a reasonable 
fee if a request is manifestly unfounded or excessive, or refuse to act on such a request.

To exercise your rights, please contact us using the details below. To learn more about your 
rights or to make a complaint, you may also contact the Office of the Ombudsman (see 
“Supervisory authority” below).

Cookies and online analytics

Our website and patient portal may use cookies and similar technologies to operate the site, 
remember preferences, enhance user experience, and analyse usage. Where required by law, 
we will obtain your consent before setting non-essential cookies. You may manage cookie 
preferences through your browser settings and, where available, our on-site cookie tools. 
Disabling certain cookies may affect site functionality. 

We may use analytics services to collect aggregated information about how our digital services 
are used. These analytics providers process data on our behalf and do not use it to identify you, 
unless expressly stated and permitted by law.

Personal data breaches



If a personal data breach occurs that is likely to result in a risk to your rights and freedoms, we 
will notify you and the Office of the Ombudsman without undue delay and but no longer five (5) 
days after we should, with reasonable diligence, have been aware of it, consistent with the DPA. 
Notifications will describe the nature of the breach, the likely consequences, measures taken or 
proposed to address it, and steps you can take to mitigate possible adverse effects.

Ombudsman

Should you wish to contact the office of the Ombudsman the details are shown below

Office of the Ombudsman  
PO Box 2252  
Grand Cayman KY1-1107  
Email: info@ombudsman.ky  
Telephone: +1-345-946-6283 

How to contact us

If you have questions about this Notice or our data practices, or wish to exercise your rights, 
please contact:

OceanMed Ltd.  
PO Box 2199, Central Post Office, Grand Cayman, Cayman Islands KY1-1105  
Email: privacy@oceanmed.ky 
Telephone: +1-345-946-2326

For clinical records requests, please indicate that your request concerns access to medical 
records and provide sufficient details to identify your records and verify your identity.
Changes to this Notice

We may update this Notice from time to time to reflect changes in our practices, technology, 
legal requirements, or other factors. When we make material changes, we will update the 
“Effective date” and take appropriate steps to notify you. Your continued interaction with our 
services after an update means the revised Notice will apply to how we process personal data 
going forward.

Additional information for referrers, insurers, and vendors

Where we receive personal data from referrers, insurers, or vendors, we will process such data 
in accordance with this Notice and the DPA, and for the purposes of care coordination, claims 
administration, and service operations, as applicable. Parties providing personal data to 
OceanMed must ensure they have an appropriate legal basis for the disclosure and, where 
relevant, have informed individuals accordingly.



Third-party links and services

Our website and portal may include links to third-party sites or services. We are not responsible 
for their privacy practices. We encourage you to review the privacy notices of any third-party 
services you use.

Version

This Privacy Notice is issued by OceanMed Ltd. 
Version: 1.0 
Effective date: March 2026
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